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ABSTRACT

In recent years, the rapid growth in electronics, computing and the growing
needs of people for communication, automation, electronic transactions, and
electronic conveniences has helped develop new technologies that have
evolved in our lives to make it easier by simplifying communication with
people around us and simplifying various online services. IoT is a trend that

has begun with enthusiasm, is currently underway and will continue to KEYWORDS
evolve over the years. In developed countries in the world, especially in the Keyword_1;
USA and Europe, there are thousands of online devices that perform specific Keyword_2;
tasks daily, such as electrical water pumps, statistical data collection, Keyword_3;
network control, vehicle guidance, food supply, motion sensors, patient Keyword_4;
monitoring, etc There are so many IoT manufacturers that each Keyword_5

manufacturer applies their own security way, or they do not even apply
security, considering Android itself is capable of defining and automatically
protect the IoT. The scientific community has put the emphasis on
upgrading protocols and services, providing more capabilities but
significantly ignoring the security of the infrastructure that will be installed
an loT.

This is an open-access article under the CC-BY-SA license

1. Introduction

IoT already counts 40 years of life, an idea that began several years ago as an idea that quickly gained
the impression of many researchers, and over the years it has evolved so much that today is everywhere,
from our homes to public institutions, from tools and vehicles to medicine and robotics [1]. In recent
years, IoT has experienced significant growth, owing to the rapid development of computer science,
physics, I'T and electronics, which has resulted in a continued reduction in hardware / software costs, if
we think that in most cases used open source software (Android), technologies that designed but not
implemented with the advent of the IoT were implemented and merged so that new technologies were
born and the services offered to people doubled [2]—[4]. This has resulted in increased data demand and
management, so new communication protocols and service interfaces have been upgraded and created,
which in a sense have reinforced users' confidence to choose to use an 1oT [5]-[7].

The massive growth of such devices soon led to uncontrolled smart constructions that provide users
with tempting services, however, with unquestionable security [8]—[10]. Previous studies have shown
that a significant part of IoT offers low or no security at all. Most devices do not give the user access
and control, so it's impossible to know the level of security offered by each device, each user buys such
a device connects it to the internet and if is perform the desired functions they feel secure [11]-[14]. An
IoT example is “Amazon Alexa” very well known in the USA, it does not provide system management
access to the user, uset's does not know the security features and level, can not set the security level,
does not know if uset's are vulnerable to attacks [15]—[18].

2. Method

They are getting more and more into our lives, everyday people are talking about them as more
functions have been simplified with them [19]—[21]. It is a term that has been done around us every day.
It is about IoT that exchanges daily hundreds of data not only with each other but with other networks
of different levels and functions. They are wirelessly connected or wired with sensors or other devices,
IoT devices that are able to provide us with help at home, in the office, in the industry, and wherever we
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want [22]. All devices today have a processor or a microprocessor, such as electric ovens, credit cards,
cats, etc. We inevitably drive a new digital revolution something that a few years ago looked like a dream
[23]. There might not be the term IoT, but the term exists and clarifies how IoT differs from the
Internet, IoT offers device-to-device communication, meaning that the human factor is not involved in
communication. They ate used for data transmission and distribution and not for data processing, so
they do not have powerful processors and consume little electricity [24].

The purpose created 10T is the various sensors that can be connected to an IoT and transmit
information such as the level of humidity of a home, then IoT depending on the type of connection and
the purpose that is installed will promote appropriate to that message either to the internal network or
to the Intetnet, that is to say Cloud. IoTs have a small storage space, memoty, processor but ate not
computers. Their role is to collect data from the sensors around them and then forward these data to
other networks ot other 10Ts [25]—[27]. As seen in Figure 1.1.1, devices support too many network
architectures and exchange data through several communication protocols designed for them and
designed to facilitate IoT communication with both different network technologies and different device
architectures and operating systems, so an IoT to be able to communicate with a sensor around it with a
data network or with another IoT can use one or more communication protocols.

Fig. 1.1oT Multiple Network Architecture and Protocols Support

As technology evolves, both the data collected by an IoT becomes uset-friendly and directly
accessible [28]—[31]. Smart phones have contributed to the success of IoT after developing software that
allows the collection and analysis of data collected by an IoT on the Smart phone, so users can access
sensors at different locations in a home at any time, by installing equipment on a space of interest to
them can perform remotely, for example they can open and close the lights of a house from a distance,
open and close a water pump from a distance depending on the heat ground humidity, to perform
general work in a home based on the results of the sensors of a place that this data has been collected by
the IoT [32], [33].

Such devices in our days are used everywhere, in hospitals, in buildings, in homes, in construction, in
transport, etc.

In hospitals using special sensors, nurses and doctors can monitor patients and receive the data they
care about in a center of management or even on their smart phones. Processes such as blood pressure,
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glucose, and other tests are automatically performed by distance also treal-time prevention and
monitoring of patients in telemedicine is also remotely available, in both cases the patient feels safe that
someone is actually being informed constantly for the his/her health status and the doctor has direct
control and is informed in real time about the health status of the patient [34].

Sensors in building facilities can play two major roles, the first being event prevention and security.
The second role is the proper energy management. Special sensors can be placed in a building to control
the building's humidity and temperature, then these sensors will transfer through the IoT the data to a
database usually in the Cloud whete they will be transferred to a third system to evaluate or making a
decision, the data can also be sent to a uset's smart phone for information or decision. Also, in a
building can be placed sensors of strange motion sensing, smoke detectors that depending on the level
of smoke will act accordingly, water and gas sensors. Etc. All of the above are intended to prevent and
respond immediately to emergencies.

There are dozens of sensors in homes, for example in the kitchen sensors can detect the temperature
of the food and reduce the intensity of the oven, smatt refrigerators that control their fullness and buy
online products. Smart TVs that essentially turn a smart TV into a computer, light sensors that
depending on the time or light in a room give the light to the house depending on the time or the light
there is to change the volume, remote management by a smart phone the internal electrical devices.

The construction industry has benefited greatly from the use of IoT. The production process from
the start of production to the end is closely monitored by sensors that at each stage of a process
implementation and the transition process for a second phase is closely monitored to ensure smooth
operation and high quality with as few as possible failures in material and quality . The production
process of products and materials can adjust the production unit according to demand data, so we
achieve a smooth production process without over-production of products that would not be sold
afterward.

Finally, the transport industry is the one that everyday people come into constant contact with,
intelligent cars with sensors that prevent possible accidents with people on the streets, light traffic
signals that regulate traffic depending on the traffic of the vehicles. Smart cities that residents interact
with IoT through sensors and machines such as ticket issuance and parking for their cars that use smart
phones and sensors to inform drivers about patrking spaces around them. Improve road congestion by
informing motorists of traffic jammed roads and finding possible alternative ways. Tracking
immobilized vehicles on a road network and informing the authorities on a case by case basis.

All of the above are included in the magical world of I0T. It's no coincidence that IoT and sensors
are on the verge of delivering more and more capabilities to their users.

3. Results and Discussion

3.1. Functionality of Internet of Things

In standard information systems and processing systems, the process followed is storage of the data
and then progressing in its processing, IoT is contrary to this philosophy, which is why it is different
from the other technologies, 10T is a data gateway in real time transfers the data to other information
systems by analyzing the data passing through the IoT, the data that it is processing is processing at that
time, the data are continuous, unstopable and detived from the sensors connected to each IoT, in this
way before the data collected by an IoT is stored in the Cloud or transferred to another network, they
have already been processed and the results have been exported.

The infrmation generated by data processing significantly help prevent and respond to emergencies
and decision-making in a timely manner, taking into account price analyzes, measurement results, where
later by using special software applications automatically or consciously made by decision-makers.

An environment that has installed Internet of Things is as follows:
e Sensors installed according to the functionality they will offer.

e Actuators that, depending on the data collected and processed by IoT, will perform the
corresponding functions.
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e  Wireless / wired data networks, these networks will take over the transfer of data / information
from one IoT to another, linking IoT to other networks, and finally storing information in

Cloud.

e Information systems that automatically make decisions according to information transferred
from IoT to them.

Further analysis of the above entities:

Sensors associated with IoT someone can meet in urroundings whether it is home or is an
organization ot business, there are various kinds of sensors, such as stone-shaped sensors that are used
in the army in areas where there is no human agent, there are sensors in the shape of stone which detect
movements and the heat of man [35]—[38]. Other sensors are those that detect humidity, gas and liquid
leakage, smoke, atmospheric sensors, etc. Sensor capabilities vary depending on the capability and the
use of a sensor [39]-[42]. The data as sent by the sensors is automatically processed by IoT and then the
results are displayed at a terminal whether it is a smartphone or a decision-making device based on the
information it has. A typical example is the closure or opening of a hydroelectric barrier that performs
this function automatically based on the information it has received from the IoT which analyzed the
data collected by the sensors.

An 10T is unimpotant without the use of wired and wireless networks, including Sensor-Intelligent
Devices - IoT communication protocols. Data processing performed by a IoT must then be transferred
to the next stage of the decision making process, this stage need not lie within the IoT area, it may be
located on the other end of the planet, for this reason, IoT offers support too many communication
protocols that support the interconnection of many different types of networks for the smooth transfer
of data independent of infrastructure [43].

Finally, companies and organizations often use IoT to perform functions and services where they
host their information systems on the same place, for example an automated entry process to an
information system following an event to be recorded by a sensor such as a biometric control palm
detector [44]-[406].

Obviously, this data processing of sensors, data storage, and decision making pose some questions
about the safety of IoT [47]-[49]. In order to increase user confidence in 10T, whether these users are
home or companies or organizations, the security of the device itself must be as safe as possible to make
the risk of violating and interfering with the data they process. It should be ensured how to secure the
connection of sensors connected to the device, the devices that execute commands depending on the
information, and finally how to connect to other Cloud networks and services. For a secure IoT
network including classic links to information systems and web infrastructures, all necessary network
and application security measures should be implemented at both IoT and network levels.

Nowadays, where data is transferred in multiple ways, the issue of privacy is put in place, when IoT
around which too much data is needed, it is necessary to ensure interoperability, so new loT security
standards will have to be designed to meet the increased needs of users and the same will be tailored to
the security needs of the new era. Implementation of ensuring interoperability and designing new safety
standards should not affect the size of IoT. It should not be forgotten that the IoT does not have the
computing power and capabilities of a computer, so it can not have the size of a computer, so increasing
the size of an IoT in order to enhance its security by adding security mechanisms is out of the way and
the purpose of 10T and should not be approached as this would be a huge failure.

An IoT device is practically non-existent if it is not propetly connected to a sensor, the sensor is the
one that feeds the IoT with data and makes it practically real. Sensors exist for almost everything, for
example there are sensors for rain, moisture, ground, gaunt, gas, etc. Equally important are actuators
which, depending on the information they receive from the IoT, will perform a process, These actuators
to be connected to an IoT is not necessary, the user of IoT can determine to accept the information that
is required for the personal analysis without the necessity of performing a process. All these connectivity
of these devices that collect, process data, and expose features are called a smart device network, as
these other devices work harmoniously and coordinated to achieve a goal. The question that one might
think is how these other devices work together harmoniously and are not mistaken. In the world of IoT
there is the uniqueness, each sensor and every intelligent device connected to the IoT does not depend
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on the type of device, both the sensors and the intelligent devices are separated at unit level so that all
these objects get some kind of addressing which should have the following characteristics.

e Addressing with a view to the futute connection and expansion of the IoT network with
another IoT network the connection to other information systems.

e A hierarchy should be maintained in the directions so that there is no future sophistication.

e The type of addressing should be such that it fits as much as possible with other information
systems and networks to make connection with different technologies as easy as possible.

As illustrated below in Figure 2, each sensor connected to the IoT has unique addressing, informs
the user of the disruptions and then communicates with other networks or systems.
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Fig. 2.10T Sensors and Connection with Other Systems or Networks

Sensors are programmed to record an event for which they are installed. When the start of an
activity starts and involves the use of the sensor, the sensor starts and records the event and transfers
the data to the IoT. Then, after they are processed by 1oT, they are transferred to Cloud to store, update
users, and make decisions. Figure 3 below illustrates in stages the process of collecting data from the
sensor, the processing stage, the stage of storage and decision making.
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Fig. 3.10T Stages from Sensors to Data Analysis and Decision Making

3.2. IoT in Business

How to use IoT between home and business is similar but also different, on the one hand, it is
similar, because in both cases sensors are used, information is taken and decision maked, and on the
other hand there are so many different things because in the field of businesses have security policies
and a range of information systems and networks that all must harmonize with each other, a process
that is more complicated than an IoT installed in a home. In the magical world of innovation and
interoperability, there are not simple computing materials, but there are intelligent systems that are
willing to serve us and simplify our work.

A device without hundreds of capabilities and a host of applications that would surmount it would
be a failure, so in the wotld of 10T there ate hundreds of applications that connect other devices and
sensors, as the world embraces this new technology and the software that the framework evolves while
offering additional capabilities, this has the effect of changing the way of manage, control, and develop
of products and services as it changes their operating mode and increases operating efficiency. Figure 4
illustrates how an IoT with the appropriate software can improve the efficiency of a business.
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Fig. 4.10T in Business

The analysis of the above diagram shows the significant benefits of the use of IoT that enables the
transformation of information systems and networks through automation [50]—[53].

Monitoring the process of producing products using appropriate sensors helps in organized and
high-level production as there is interaction between actuators. This new model of production enables
us to predict customer requirements and whether they are satisfied so we can have product invoices
depending on the customers' demand.

In the modern professional wotld, IoT can not only contribute to productive development and
monitoring, but can also help to solve important decisions such as viability studies, long-term business
studies, project management, financial analyzes, etc. Automated tools and machines pass orders from
IoT to perform work while reducing labor costs and increasing production while creating an
environment for otganizing the entire production process In every step of creation and processing
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special sensors continuously monitor the implementation process and if something in the whole process
does not go well immediately activate the automatic correction process, reducing the danger for
appreciable products.

Finally, an 10T is really so smart that of course another sector has contributed to it, this is the field of
artificial intelligence. IoT can build a lot of things, literally turn into an information and decision-making
information center. Such devices are the ones that someone can discuss with them, ask them for things
that interest, then they will look for answers from either a Server or the Internet or they will
communicate with a sensor to receive data and provide information back, and of course the voice
command to perform any work, such as Amazon Alexa, non-reverting aircraft, and the smart car that
drives without a driver.

3.3. IoT in Smart Homes and the Risks

Undoubtedly is a technological revolution that has certainly focused on the interest of software
development companies, companies of IT, hardware design, networks and artificial intelligence [54],
[55]. A technological revolution that started a few years ago and has evolved rapidly, thanks to the
technological evolution of I'T and networks [56]. It is a combination of many communication protocols,
sensors and other intelligent technologies, the cotrelation between smart technologies, networks and
services that all together complete processes in order to achieve the result for which they were installed.
In advanced technology countries, both simple users and industry use IoT where sensors are simplified
and automated at home and in industry, there is continuous monitoring, control and prediction of
product failure for the benefit of efficient production of high quality products and control production at
each stage of product processing / production. Someone could well think and say that all this is
fantastic and that we have solved the problem of organization, easy life without further thoughts and
worries since everything is done automatically. An IoT in an intelligent house could literally regulate
everything, using sensors and appropriate software could talk with a human person, as well as someone
could appropriately entice all that security and literally take full control of the premises of a home with
consequences from minimal to catastrophic including the complete destruction of a home [57], [58].

Several security advisors expressed their concerns about the safety of IoT a few years ago was
something new and unknown in our days is something very familiar, complex, with many possibilities,
connected to any type of network virtually unlimited, as an architectute can be gigantic and spread in
quite large areas, receiving information from hundreds of different sensors where practically it can
handle everything [59]-[62]. In a home, an IoT with the right sensors can control everything, such as
filling a pool, automatically watering the garden according to the temperature and humidity of the
ground, lighting the house indoors and outdoors by taking data from the sensors according to the actual
illumination that exists, the disbelief and closing of the doors by taking data from the sensors and the
identification of the human voice. The management of electrical appliances in the kitchen, temperature
control in the oven and cooking based on the food found, water management using sensors that detect
the real need for water and prevent over-consumption, control of hot water and electric power support
if the water is not hot enough to reach the desired temperature levels. The above ate just a few examples
of using IoT, as easily as they sound, they are also dangerous, as long as we think about two things, the
first is that IoT have access to the internet, every device connected to the internet is vulnerable to
attacks. Secondly, if at some point in the IoT infrastructure it is violated, then the attacker could access
all of these devices in a home and manage them as attacker wants. Based on the above, if there are no
techniques and methods of confidentiality and validity at operating system level, none IoT is safe
enough for the simplest reason that IoT play in different roles, connect to complex networks, include
sensors from different manufacturers and different capabilities, mass gathering and processing of data,
and then sending these data over networks to other platforms and services [63].

When talking about the protection and safety of an IoT, we should always be intimidating its self-
protection and the guarantee of its operating system without interference from third parties. Let's
analyze the risks further [64]-[606].

As described above, IoTs can significantly improve the quality of life of humans [67], [68]. The
security of an IoT is a matter of little concern with the services it offers, most users believe that
connecting such a device to their network is safe while others are wondering why someone should try to
break their own IoT since they have nothing important to hide from the others and the attackers do not
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have to win something to boast that they have committed a major violation of an IoT [69], [70]. Of
course, all this is a mistaken thought and logic because we can not know the intentions of every man
and even the neighbor thought. Let's analyze the level structure of an IoT. Each IoT is divided into 3
internal levels:

Interaction with its sensors.
Interaction with the Internet or other local networks and devices.

The level of data publishing, whether it is a cloud application. A device that performs functions
in conjunction with the data processed by the IoT.

Further analysis of the above levels of an IoT indicates separately for each level the risks and dangers
that exist. Below, the risks and dangers are thoroughly analyzed.

There must be a secure connections between the sensor and the IoT to prevent fake sensor
combinations, this involves applying an appropriate security policy to ensure that the specific
sensor is the one to be and that through it the sensor will interact with the IoT data in a secure
manner. It should be borne in mind that the guarantee of the data that will interact with IoT
with the sensor should be ensuted because, on the basis of these data, decisions will be made.

Storing the data is very important, and their perception could feed users with false data. The
IoT should use secure and encrypted data transfer methods, storage space must also be safe,
any tampering of the storage site poses a risk to both the data and the 10T itself. Creating a
secure parallele storage system could control and restore fake files and let users know about it.

When transferring the data, some kind of attack on the IoT network, whether can be a man in
the middle attack or can also come from the internet. Therefore, an algorithm for self-
protection of the IoT network is needed. There are some algorithms that are used for data
accurancy, but without the right security policies they can not do much.

The kernel of an 10T is a red flag for attackers, it could hide a malware and loging forever the
habits, data, and peculiarities of each user, giving the possibility to external attackers to create
an online user profile and be able to know everything from its transitions, lifestyle, and
especially personal data.

An incorrect security policy, a wrong software, a vulnerable sensor could “burn a home”.
Literally, they could burn a house, if a sensor had been tampered by an outside attacker, it could
affect, for example, a sensor who is responsible for oven temperature, an attack would
probably have caused the overheating of the oven to provoke fire. And if assuming that there
was a fire alarm sensor connected to IoT in the house, then an attacker might well be able to
deactivate it.

Unauthorized users should not have access to IoT data management, operation, and publishing,
the metadata often revealing important data sources. Authorized users should be granted partial
access pet level and not full access everywhere. Providing full access management everywhere
at all levels then a DDOS attack could give complete access.

Most of the security techniques that have been created are mainly aimed at the accuracy of the
information transferred to the IoT network. Thinking that in case of set-up elements are the
sensors and the storage media, the possibility of affection of the operating system remains
second degree, a malwate could work for years and log user habits, it will be a back door for the
attackers, a back door of violation of human privacy.

The use of default features by the manufacturer itself makes it a vulnerable IoT network
structure, anyone who has physical access and knows the IoT model is easy to try to access by
identify for its factory settings and factory passwords. This is a very serious attack, the first
thing people have to do is change the default password and in some cases the default settings.
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e  User accounts with incorrectly restricted permissions, no password, access to services without
user authentication, are red shield for IoT security, can easily break the security of the IoT
network that depending on the type of installation in a home will also have consequences.

e  When an IoT device is installed in a home in which there is a computer network that interacts
with the IoT, should be ensured the harmonic communication with each other. If the
computing network is unsafe then easily can break an IoT security. An IoT can not protect a
vulnerable computing network, and a vulnerable computing network can not protect an IoT.

e It is important that where they store the data either if they will be stored locally on the
premises, so there should be a way of data accurancy and backup, while in the case of Cloud
the physical access is not permitted, should be ensured encryption of data information there,
while is importan to creating a recovery plan for information where something goes wrong.

e The management of an loT through a web environment is the backdoor of an IoT network
mainly through Wi-Fi networks. The violation of a Wi-Fi and then access to the home network
of the home allows external attackers to try illegally entering the IoT device through its web
console, where any successful access, the attackers would have full control over the functions
through the sensors throughout the home.

The above risks and dangers are the ones that someone should take care of and think about when
installing an IoT in a home [71]. The security of a network such about an IoT security is not easy,
especially when it comes to other types of networks and other IoT devices. The current security
situation of an IoT has grown quite a bit, but not to a great extent to the safety of an IoT, most
techniques focus on data security and encryption and not on IoT's own protection. Its growth is rapid
and will remain an upwatd course for years to come. Users have loved it, and every day new companies
are part of the list that wants to upgrade their equipment for more productive product creation process,
also the demand for creating smart homes is growing, the power of the artificial intelligence has been
enter in our life, user-friendliness and automation is especially eager for new usets.

3.4. Sensors Technology

The sensors used by IoT are categorized into unstructured distributed systems but differ from other
unstructured distributed systems due to their specificity being subject to enetgy, computational power,
and diversity constraints in communication protocols [72]. In Figure 5 observing the structure of the
sensors as they interact with each other [73].
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Fig. 5.10T Sensors Network
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There are two types of sensors, immovable - stationary sensors that are positioned at a stable point,
do not move and record data always from the same point, but there are also mobile sensors that record
continuous data as well as immovable - stationary data [74]—[76]. However, sensors with a specificity,
mobile sensors are equipped with positioning systems, the purpose of the sensor communication with
IoT is not only valid data but it plays a very important role the data transmission speed. Sensors are
electronic devices that act as an interface between the physical and electronic worlds [77]—[79]. The
sensors monitor the events taking place in the natural world and convert this data into an electrical
signal, whereby the IoT is propetly processed by the electrical signal according to the settings and
options set by actuators managed by the IoT undertake to execute the commands they receive as shown
in Figure 6 below.
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Soil moisture Sends Control center Water pump

sensor detects detected value sends switched-off
unwanted signal to the command to and halt to

water content control center water pump deliver water

Fig. 6.Sensor to Actuator Flow

The basic function of a sensor as mentioned above is to monitor a physical phenomenon and record
it in an electrical signal but this electrical signal must be compatible with other electronic devices in
order to be read and recognized. The sensor output signal format does not contain any standard data
output and the output data may be in various forms, such as current, voltage, or some density
characteristics. The sensors can and do convert energy into electricity, but they do not convert generic
energy into other energy, instead actuators receive electricity at the input to execute an action or activate
a mechanism. The characteristics of the sensors are described below and highlight the high
specifications and requirements.

e The event detection time, the event detection time relative to the recording time in
combination with the output time.

e The ability of the sensors to teturn to their original recording state after the response time and
output of the output signal is converted, and vice versa it takes some time for the input signal
response system to return. That is, it takes some time for the input and output signal to return
to its original value.

e The measurement of the speed of the physical input signal with the electrical output signal
mainly in the form of a pulse graph is used to evaluate a sensor.

e The sensitivity of a sensor to timely perceive a physical event and the speed to convert it into a
digital signal. How sensitive a sensor is is determined by the sensitivity of recording a physical
input signal with the output of the output signal.

e The ability to tecord multiple input signals at the same time and convert them to digital signal
without errors and misunderstandings. Simultaneous recording of many physical events beyond
the capacities of the sensor mainly causes errors and malfunctions.

e Noise generated by the sensor or external factors affect the sensor. The noise coming from the
sensor affects the output signal, the general noise generally affects the sensor, that is, both the
physical input signal and the digital output signal. Noise is a common problem as almost all
electronic devices produce some kind of noise.
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e Depending on their cost and capabilities, the sensors may also include a micro controller that
processes the physical input data and outputs digital output ready information, thereby reducing
the time required to process the digital output signal and convert it into information.

The following diagrams 7 and 8 show the sensors without a microcontroller and with a
microcontroller.
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Fig. 8.Sensor with Micro-Controller

Sensors incorporating a microcontroller are more reliable than simple sensors, and they also
outperform the integrity of the information and the very high reliability they offer. A microcontroller
sensor is capable of repaiting etrors and metrics, controlling its own operation when it is not possible
to physically record an event it does not record it in order to avoid the possibility of a misleading result,
this is very important because the sensors they provide the user with ready information, does the
information need to be reliable, in addition the ready information provided by the sensor to the user
does the information and the whole system smarter and more operating and reliable because the
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connection to other systems and networks are more convenient. One particular feature of
microcontroller sensors is the ease of interconnection with other networks that are complex and
otherwise there would be a problem using a classic sensor. Micro-controller sensors are able to connect
to complex networks thanks to the ability to self-identify on the network, so different types of devices
can exist in a network that can work together seamlessly. Particularly, microcontroller sensors cost more
than traditional sensors, so there is also the limitation of climate change and the environment, in
general, microcontroller sensors cannot be fitted everywhere, generally they need a protected
environment from humid and water, so they need some more attention to their area and how to install
them. Finally, because they contain a micro controller, and a multitude of electronic circuits, they require
more electricity to operate. to work. In an environment where energy consumption and space analysis
should all be taken into account for the proper functioning of the sensors and their performance.

3.5. Sensors Installation

When referring to a network of sensors, we are referring to a network consisting of smart devices
that could be named “nodes” that exchange data between them. Each sensor in the area where it is
installed observes and records a particular event, the data gathering from the other sensors will help to
present a complete picture of the kind of interest the user has, which will then be captured based on this
image. Decisions. The following characteristics must be taken into account when purchasing and
installing the sensors.

e The cost of purchase.

e The geographical environment and weather conditions.
e  Energy consumption and supply.

e The speed of data processing.

e The ability to store data is the ability to cache.

e Supported internet connection speed.

e Supported protocols.

e  Expandable capabilities with other networks and different network topologies.

The sensors communicate wirelessly or wired and wireless, that is, hybrid independent of physical
means of communication, that is, regardless of transmission via fiber optic or copper cable. Usually the
sensors that are in an area that is home or in the business are the wireless, collecting the data
automatically and then forwarding it automatically and wirelessly to local systems either to actuators or
to cloud systems over the internet. When there are enough sensors in an area to extract an individual
result, everyone needs special distributed processing protocols with the most significant advantage of
noise reduction due to the reduction of the sensor distance from the signal source, the nodes are closer
and closer to each other thus the required communication power is lower as shown in Figure 9 below.
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Distributed sensotr networks are easy to deploy, have significantly fewer failures, node
communication is easier, and communication protocols are efficient in terms of performance, physical
detection is easier and more teliable, and ultimately energy saving [80]—[83]. A network of sensors can
connect to other systems and networks within the same area using known communication protocols, or
through a gateway it can connect to other external networks through known communication protocols
also used on the Internet [84], [85]. The microcontroller sensor interface enables both other Internet
services connecting to the IoT and the end user to have readable information ready to be managed, so
this information lends itself well to computer networks and decision centers since it is a good if artificial
intelligence is applied for decision making, as shown in figure 10 the information is extracted from the

sensors then analyzed and then passed through artificial intelligence automatically the decisions to
execute actions.
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Sensor software as well as any software used from physical data recording to final data analysis
should be dedicated to this task and make full use of the resources available and managed propetly to
achieve energy savings. The speed of collecting, storing and processing data from the sensors directly
affects the way analyzing and make decisions.

4. Conclusion

The purpose created IoT is the various sensors that can be connected to an IoT and transmit
information such as the level of humidity of a home, then IoT depending on the type of connection and
the purpose that is installed will promote appropriate to that message either to the internal network or
to the Internet, that is to say Cloud. IoTs have a small storage space, memory, processor but are not
computers. Their role is to collect data from the sensors around them and then forward these data to
other networks or other IoT devices support too many network architectures and exchange data
through several communication protocols designed for them and designed to facilitate IoT
communication with both different network technologies and different device architectures and
operating systems, so an IoT to be able to communicate with a sensor around it with a data network or
with another IoT can use one or more communication protocols.
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